This paper aims to propose an evaluation matrix for the purpose of investigation on information security cases. The origin of the evaluation matrix has been derived from the research undertaken in the University of Nottingham (Hussin, 2006) . The author envisages that a research on information reliability would substantiate the investigation for information security cases in Malaysia. Based on the existing investigation procedure, this paper intends to propose an evaluation matrix to support the current process. The evaluation matrix measures and assesses the skills and expertise of the investigators.
Introduction
Threats to information and information systems may be categorised and a corresponding security goal may be defined for each category of threats. A set of security goals, identified as a result of a threat analysis, should be revised periodically to ensure its adequacy and conformance with the evolving environment. The currently relevant set of security goals may include: confidentiality, integrity, availability, privacy, authenticity & trustworthiness, non-repudiation, accountability and auditability." (Cherdantseva and Hilton, 2013) .
The CyberSecurity Malaysia was launched in 2007. The organization was formerly known as the National ICT Security & Emergency Response Centre (NISER). One of the tasks carried by CyberSecurity Malaysia is to develop information security guidelines for general public with a view to assist them in securing information security environment. (CyberSecurity Malaysia). Figure 1 Inter-connecting the core elements.
The inter-connection that has been illustrated in Figure 1 further describes that information reliability has been proposed to be an eminent aspect to be corroborated in the investigation process of information security cases. The skills and expertise of the investigators that satisfy the proposed evaluation matrix would be essential to ensure the efficiency on how information are being managed, used and evaluated throughout the investigation.
The main objective of the evaluation matrix is to assist the process in verifying correct and accurate information on the cases under investigation. This paper proposes a number of research issues pertaining to the evaluation matrix:
 How the skills and experience of the investigators reflect on the investigation?  How can the conditions for knowledge be applied into the evaluation matrix to corroborate the current procedure in the investigation on cases involving information security? In addition to the main objective, the paper aims to propose that the evaluation matrix could be use to achieve a level of certainty in determining as to whether the expert and skills are reliable to undertake the investigation.
Information Reliability
In this paper information reliability has been described into two segments. Segment no. 1 refers to the types of knowledge (Lehrer, 2002):
 Competence. An example of competence is when an individual displays competence, the interpretation is, that he or she knows how.  Acquaintance. An example of acquaintance is when an individual may be said to know that with which he or she is acquainted. To say that one knows something, in this sense, is to say that they have had some experience with what they know.  Recognition of information as being correct. This is knowledge in the (correct) "information" sense. To know is to recognize correct information as being correct. Further by Lehrer (2000), Segment no. 2 refers to the S and p as variables for the conditions for knowledge. S represents any information that can be known:
 That the information p be correct. The first condition is that information p be true. S knows the information p.  That S accepts the information p. To recognize information as correct is to have an attitude toward it. The knower S endorses the information in the sense that S stands. Behind it or endorses it as being correct. Another way to describe the endorsement is to say that S thinks that p is correct or true information.  That the acceptance of the information that p be justified. To determine that justification lies between reasonableness and complete certainty. For the purpose of this paper, types of knowledge and conditions for knowledge will be referenced as K1 and K2 as shown in Table 1 . 
Proposed Evaluation Matrix
The importance of information reliability has been further elaborated in this paper by Table 2 . The certainty factors focuses on the skills and expertise in a particular area. In this paper, the area is IP. The following factors from both segments are being proposed into the evaluation matrix:
 qualification and training (K1a: competence);  work related experience (K1b: acquaintance);  accuracy (K1c; correct information)  appropriate (K2a: truth);  satisfactory (K2b: acceptance); and  reliable (K2c: justification) K1a and K1b have been referred to the expert's academic, training and experience background. Whilst, K1c refers to the accuracy of the information gathered and managed by the expert.
K2a, K2b and K2c have been referred to the specific rules or process applied to the work process. For example, the identification and verification process in the investigation. (Hussin, 2006 
Conclusions
The importance of information reliability would be the essence to ensure that the quality of the investigation can be measured for integrity and accountability. A similar matrix has been implied in evidential analysis for computer-generated animation (Hussin, 2006) . The author is proposing further research on developing the evaluation matrix. The evaluation matrix would benefit the process of the investigation by assigning the competent, skilled, and experienced investigators to undertake the investigation tasks.
